Contractor/Collaborator NRL Remote Access Application

I. Requirements  - NRL requires that all contractor/collaborator computer systems that will be used for remote access to NRL satisfy the following security policy directives.

A. Desktop systems may not accept incoming connections originating from the Internet.

B. Systems must be scanned periodically with a vulnerability scanner. High and medium vulnerabilities must be addressed.

C. Anti-virus software must be installed and maintained (Windows) using current virus definitions.

D. Systems must be configured using industry-defined best security practices, e.g., SANS Top 20 List.

E. Systems must use a current vendor-supported operating system.

F. System-identifying information, e.g. MAC and IP addresses, OS, H/W model, etc., must be provided, as requested.

G. An IT security Point-of-Contact (POC) must be identified, who will receive periodic security alerts from NRL and can respond accordingly.

II. Security POC

Name: 

Email:

III. Applicant 

Name:

Organization:

Phone:


Email:

NRL Sponsor:

IV. System

Name:

H/W Model:

O/S, version:

IP/MAC address:

V. Signatures

Contractor/Collaborator IT Security POC

I certify compliance of this system with NRL requirements for remote access:

________________________________________ Date: _________

NRL

Sponsor/COR/PI: __________________________Date: _________

ISSO/NTR: ____________________________________________

